Blocking IPs on Core Switches
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Learn how IPS blocking mechanisms explained on how to stop threats instantly, enhancing your network'"s
protection with smart automated responses and risk analysis.

Fix Recommendation Configure protection for the IP core to be implemented at the edges by blocking any
traffic with a destination address assigned to the IP core infrastructure. Step 1: Configure an ...

Is this a catalyst or nexus switch? Basically you will create a ACL (access list) either allowing or denying IPs
and you apply the ACL to the VLAN interface.

Configure protection for the IP core to be implemented at the edges by blocking any traffic with a destination
address assigned to the IP core infrastructure. Step 1: Configure an ingress ACL to ...

My colleague argued that internet connections should not be terminated on the core switches or internal access
switches but rather directly on the firewall or using dedicated external WAN switches.

Our core switch handles all our VLAN interfaces and you can telnet to the switch using any one of the VLAN
interface | P addresses. | would like to lock this down so that you can only access ...

Let"s call the Receiver having IP address 10.10.100.25 and the suspected problem IP as 10.10.100.231 - what
was the detailed content of the access list you used?

With multicast traffic, the port blocking feature blocks only pure Layer 2 packets. Multicast packets that
contain IPv4 or 1Pv6 information in the header are not blocked.

Find answers to cisco core switch blocking packets or not passing packets? from the expert community at
Experts Exchange
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